MHcopmaumnoHHasa namMsaTka gns oby4yarowmxcs

C KaxgblM rogoM MOSOOEXN B UHTEPHETE CTAHOBUTCS OOnNbLLUE, a LWKOMbHUKMA OOHM
M3 camblX akTMBHbIX Monb3oBatenen PyHeta. Mexagy Tem, NOMMMO OFPOMHOIO
KonmyectBa BO3MOXHOCTEN, WMHTEPHET HeceT M npobnembl. OTa namsaTka OOSKHa
nomoyb Tebe 6e3onacHoO HaxXoAUTbLCA B CETW.

KoMmnbloTepHble BUpPYChI

KoMnblOTEPHBIN  BUPYC - 3TO PasHOBUOHOCTb  KOMMbLIOTEPHbLIX MNpPOrpamMmm,
OTNINYUTENBHOM OCODEHHOCTBID KOTOPOM ABMAETCHA CMOCOOHOCTb K pa3MHOXeHuto. B
AOMNOSIHEHNE K 3TOMY, BUPYCbl MOryT MOBPEOUTb WM MOSTHOCTBI YHUYTOXUTb BCE
dannbl U OaHHble, MNOAKOHTPOSIbHblE MOMb30BaTENO, OT MMEHW KOTOpOoro Obina
3anylleHa 3apaxeHHasd nporpaMma, a Takke noBpeauTb WK faxe YHUYTOXUTb
OonepaumoHHy0 CUCTeMy CO BcemMu pamrnamm B uenom. B GonbluvHCTBE cny4yaes
pacnpoCTPaHATCA BUPYChl Yepe3 MHTEPHET.

MeToabl 3aWmTbl OT BP€AOHOCHbIX MPOrpamMmm:

1. Wcnonb3yn COBpPEMEHHbIE OnepauuoHHbIE CUCTEMbI, UMeKLWMe Cepbe3HbIN
YPOBEHb 3aLLNTbI OT BPEAOHOCHbLIX NPOrpamMmm;

2. TlloctostHHO ycTaHaBnuBanW navytm  (uMdpoBble  3annaTku,  KOTopble
aBTOMATUYECKN YCTaHaBNUBAKOTCA C Uenbio [opaboTkm nporpammbl) U - gpyrue
OOHOBMEHN1 CBOEN onepaunoHHon cuctembl. CkaunmBam ux TOMbKO C odomuUManbHOro
canta paspabotynka OC. Ecnu cywecTtByeT pexum aBTOMaTU4YecKoro OOHOBMEeHus,
BKITHOUM €rO0;

3. Pabotam Ha cBoeM KOMMNbIOTEPE MOA4 MNpaBaMu MONMb3OBATENs, a He
agMUHUCTpaTopa. JTO He No3BONUT OONbLUMHCTBY BPEAOHOCHbLIX MNpOorpamm
WHCTannMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbIOTEPE;

4, Vcnonb3yn aHTUBUPYCHbIE nporpaMmmMHble NPOAYKThI N3BECTHbIX
npou3BoguTenen, ¢ asTomaTn4eckum obHosneHnem 6as;

5. OrpaHuyb hmsnyecknin JOCTYN K KOMNbIOTEPY ANS NOCTOPOHHUX NN,

6. Ncnonb3yn BHeELWIHME HOCUTENU MHoOpMauuu, Takme Kak donellka, OUCK UIuv
dann n3 UHTepHeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKpblBaW KOMMNbIOTEPHbIE annbl, MOMyYeHHble U3 HEeHaLeXHbIX
NUCTouHUKOB. [axe Te daunbl, KOTOpble Npucrian TBOW 3HaAKOMbIW. Jlydule yTo4HW Yy
Hero, oTnpaensn nu oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTo He BuA nepedadn OaHHbIX, HE TEXHOMOMMA, a BCEro nuwb OpeHa,
mapka. Ewe B 1991 rogy HuaepnaHackasa KoMnaHua 3apeructpupoBana OpeHa
"WECA", yto ob6o3Hauvano crnosoco4vetaHne "Wireless Fidelity", koTopbii nepeBogutcsa
Kak "6ecnpoBoaHast TOMHOCTbL".

[lo Hawero BpemMeHn gowna gpyraa abbpesmnatypa, Kotopas SBNSETCSA TakoWn xe
TexHonornen. 1o abbpesnatypa "Wi-Fi". Takoe HasBaHue GbINIO A4AHO C HAMEKOM Ha
CTaH4apT Bbiclwen 3BYyKOBOM TexHuku Hi-Fi, 4yTo B nepeBoge oO3Ha4vaeT "BblCOKas
TOYHOCTB".

[a, 6ecnnaTHbIn MHTEPHET-OOCTYN B Kade, OTENndAX W alpornoprax sBnAsieTcs
OTNIMYHOMN BO3MOXHOCTbK BbiXxO04a B WHTEPHET. Ho MHOrvMe akcnepTbl CYMTAKOT, YTO
obwenoctynHble Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06wweaocTynHbix cetsax Wi-fi:

1. He nepepaBan cBOK NUYHYO MHOopMauuo Yyepes obwenoctynHele Wi-Fi cetw.
PaboTas B HUX, XenaTtenbHO He BBOAUTb NApOnun AOCTynNa, NOMMHbI U Kakne-To HOMepa;

2. Ncnonb3y n 06HOBNAN aHTUBUPYCHbIE NporpamMmmbl U GpaHgmayep. Tem cambiv
Tbl 06e3onacuilb cebs OT 3aKayku BUpyca Ha TBOE YCTPOMWCTBO;



3. Npu ncnonb3dosaHun Wi-Fi otknioum dyHkuuio "O6wmun goctyn k dannam u
npuHTepam”. [HaHHad QyHKUMS 3aKkpbiTa MO  YMOSYaHUIO, OAHAKO HeKoTopble
nonb3oBaTenu aKTUBMPYIOT ee Anga yaobcTBa ucnonb3oBaHus B pabote nnu yyebe;

4. He ncnonb3yn nybnuynbii WI-FI onsa nepegaym nuyHbIX aHHbIX, HAanpumep ansg
BbIXOa B couManbHble CETU UMW B 3NIEKTPOHHYHO MOYTY;

5. Vicnonb3yi Tonbko 3awuweHHoe coeanHeHue vepesd HTTPS, a He HTTP, T.e.
npu Habope Beb-aapeca BBoan nmMeHHo "https://";

6. B mobunbHOM TenedoHe oTkMoun  yHKkuuo "MogknoveHne k  Wi-Fi
aBTOMaTu4eckn". He gonyckam aBTOMaTUYeCKOro MOAKMOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHble ceTn

CoumanbHble CeTU aKTUBHO BXOAAT B HaLly XW3Hb, MHOrve nwogu paboTtarT wu
XWMBYT TaM MNOCTOSIHHO, a B Facebook yxe 3apernctpmpoBaH mMunnuappg YenoBek, YTo
ABNSETCA OAHOW CceAbMOW BCeX »uTenen nnaHetbl. MHorme nonb3oBaTenn He
NOHMMAOT, YTO MHOPMaUNS, pasMeLlleHHasa MU B CoUMarnbHbIX CETAX, MOXET OblTb
HangeHa M ucnonb3oBaHa KeM YrogHo, B TOM uyucrne He obsasaTtenbHo ¢ 6narumm
HaMepeHUsIMN.

OcHoBHbIe coBeTbl N0 6e30MacHOCTU B COLManbHbIX CETAX:

1. OrpaHnyb cnucok gpysen. Y 1eba B Apy3bsX He OO/MKHO ObiTb CryYanHbIX U
HE3HaKOMbIX NOAEWN;

2. 3awmuanm cBOK 4YacTHYK XM3Hb. He ykasbiBan naponu, tenedoHbl, agpeca,
AaTy TBOEro poXAeHust M OpYyryw NUYHYH WHopMauuto. 3r0yMbIWIEHHUKA MOryT
ncnonb3oBaTh Adaxe WHGOPMaUMK O TOM, Kak Tbl U TBOM poauUTENN NnaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awumwan ceol penytauuio - AepXu ee B YNCTOTe M 3agaBan cebe Bonpoc:
xoten 6bl Thl, YTOBLI ApyrMe nornb3oBaTenu BUAENWU, YTO Tbl 3arpyxaewb? Nogyman,
npexae 4Yem 4YTo-To onybnunkoBaTth, HanMcaTb U 3arpy3unTb;

4. Ecnu Tbl roBopuvlb C NOObMWU, KOTOPbIX He 3Haelb, HEe WUCMNOSIb3yWn CBOE
peanbHOE UMS N APYrY JIMYHY MHGOPMALUK: NMS, MECTO XUTENbCTBA, MECTO y4ebbl
N npovee;

5. UN3beran pasmewieHnsa doTtorpacun B WHTepHeTe, rae Tbl U3obpaxeH Ha
MECTHOCTH, MO KOTOPON MOXXHO ONpeaennTb TBOE MECTOMOSOXEHWE;

6. MNpu pernctpauumn B coumanbHOW CeTU HeoBXOAMMO MCMONb30BaTb CIOXHbIE
naponu, coctosLume n3 6yks 1 LMMpP 1 C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOW CeTU, NoYTbl U OPYrMX CanWToB HEOoBXo4MMO WUCMOoNb30BaTb
pasHble naponu. Torgaa ecnu 1ebs B3NOMaroT, TO 3M0YMbILUNIEHHMKX NonyvaT 4OCTyn
TONbKO K OAHOMY MECTY, a He BO BCeE Ccpaay.

ONEeKTPOHHbIEe AEHbIU

OnEeKTPOHHbIE [OEeHbMM - 3TO OYeHb YAoOHbIM cnocob nnaTexen, OAHaKo
CYLLECTBYIOT MOLLEHHUKN, KOTOPbIE XOTAT NONYYUTb 3TN OEHBLIN.

OnEeKTPOHHbIE AEHbIM MNOSIBUNIUCb COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO
MHOIMX rocygapcrBax 4O CUX MOP HE NPONUCaHO NPO HUX B 3aKOHaX.

B Poccun xe oHW (PYHKUMOHMPYKOT M O HUX YXXe MNPOnuMcaHO B 3aKOHe, rae ux
pas3genstoT Ha HECKONbKO BUOOB - aHOHMMHbIE M HE aHOHUMHbIE. PasHuua B TOM, 4TO
AHOHMMHbIE - 3TO Te, B KOTOPbIX paspeliaeTtca npoBoauTb onepauun 6e3
noeHTumkauum nonb3oBaTens, a B HEaHOHMMHbIX UOeHTUMKauua nonb3oBaTens
saBngeTca obs3aTenbHON.

Takke cnegyeT pasnuyatb  9MNEKTPOHHble  (puaTHble  OeHbrn  (PaBHbI
rocygapCTBEHHbIM BaniTam) W OSNEKTPOHHble HeduaTHble AOeHbrMm (HEe paBHbI
rocygapCTBEHHbIM BanoTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHLIMU AeHbramu:



1. MMpuBsXKM K cYeTy MOOUMbHBIN TenedoH. ATO cambli yOoOOHbIN M ObICTPbIN
cnoco® BOCCTaHOBUTb [J0OCTyn K cuveTy. [lpuBA3aHHbIi TenedgoH MnomoxeT, ecnu
3abypellb CBOM NNaTeXHbI Naposb UK 3aaellb Ha CanT C HE3HAKOMOro YCTPOWNCTBA;

2. Wcnonb3yn opgHopasoBble naponu. [llocne nepexoga Ha  YCUMEHHYHO
aBTopm3aumo Tebe yxe He OygeT yrpoxaTb OMACHOCTb KpaXxu WNu nepexeaTa
naaTeXHoro Napons;

3. Bbibepu crnoxHblh naposb. [pecTynHukam 6yaeT He NpoCcTo yragaTb CIOXHbIN
naponb. HagexHble naponu - 3To0 Naponu, KoTopble cogepXaT He MeHee 8 3HaKoB U
BKMNIOYaOT B Cebsl CTPOYHbIE U MPOMNUCHbIE BYKBbI, UMAPbI U HECKONBbKO CUMBOJSIOB,
TaKve Kak 3Hak gonnapa, pyHTa, BocknuuaTenbHbIn 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE HA CanTax, KOTOPbIM He JOBepseLlb.

ANeKTPOHHasA no4Ta

OrneKkTpoHHas no4yta - 3TO TexXHONorms 1 npegocTaBnsieMble €K ycnyru o
nepecbifike U MNOMYYEHUIO 3NEKTPOHHbIX COOOLLEHUNW, KOTOpble pacnpenensalTcs B
KomMnbtoTepHOM ceTu. OBObIMHO 3MEKTPOHHLIM MOYTOBLIN ALWMK BbIMMSAUT CReayrowmm
obpas3oM: uMs_nonb3oBaTens@uMa_aoMeHa. Takke Kpome nepefayn npocToro
TEeKCTa, UMeeTCs BO3MOXHOCTb nepefasatb hansibl.

OcHoBHble coBeTbl No 6esonacHon paboTe C INEeKTPOHHOM MNOYTON:

1. Hapo BbibpaTb NpaBunbHbIA MNOYTOBLIM CEpBUC. B MHTEpHETE eCTb OrpOMHbIV
Bbl6op BecnnaTHbIX NOYTOBLIX CEPBUCOB, OOHAKO Ny4lle AOBEPSTb TEM, KOro 3HaeLlb U
KTO NepBbl B PEUTUHTE;

2. He ykasbiBah B NMYHOM MOYTE JIMYHYKO UWHGoOpmauuio. Hanpumep, nydwe
BblbpaThb "My3blkanbHbIM_haHaT@" nnn "pok2013" BmecTto "temal3";

3. Wcnonb3yn aByxaTanHyk aBTopu3aumio. OTO Korga MOMUMO Maponsd HYXXHO
BBOAUTb Ko, npuckinaemMbln no SMS;

4. Bbibepu crnoxHbi naponb. [0na Kaxaoro NoYTOBOro siLMka OOMMKeH ObiTb CBOW
HaZeXHbIN, YCTONYMBBIV K B3NTOMY Maporib;

5. Ecnn ectb BO3MOXHOCTb Hanucatb CaMOMY CBOW JIM4YHbIA BOMNPOC, UCMOSb3YN
3Ty BO3MOXHOCTb;

6. icnonb3yn HECKONbKO MOYTOBbLIX ALWMKOB. [lepBbl ONA YacTHOW Nepennuckui C
agpecatamn, KOTOpbIM Thl JoBepsiellb. JTO 3MEKTPOHHbIM  agpec He Haao
Ncnosib30oBaThb NpuU perncTpaunmn Ha popymax u cantax;

7. He oTkpbiBan hannbl n gpyrme BrOXeHUs B NUCbMax, JaXe eCcriv OHU NpuLLu
OT TBOMX ApY3€eN. Jlyylle yTOYHM Yy HUX, OTNPaBnsnm nu oHn tebe atu cdannsl;

8. lNocne okoH4YaHMsa paboTbl HAa MOYTOBOM CepBUCe Nepeq 3akpbiTueM BKNagkn C
canTom He 3abyab HaxaTb Ha "Bbintn".

KnbepOynnuHr nnm BuptyanbHoe nsgeBartesnibCTBO

KnbepbynnuHr - npecrnegoBaHne cooObLIEHNAMM, codepXallnumMm OCKopOneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OB0MKOTUPOBaHME C MOMOLLBIO
pasnNUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepOynnMHrom:

1. He 6pocarica B 6on. Jlydwmin cnocob: nocoBeToBaTbCA Kak cebs BECTM U, €Cnu
HeT TOro, K KOMy MOXHO 0OpaTuUTbCA, TO BHa4ane YCnokouTbCcs. Ecnu Tbl HayHelb
oTBeYaTb OCKOPONEHMsMM Ha OCKOpOMNeHus, TO TONbKO euwe 6onblie pasoxKellb
KOHOOIUKT;

2. Ynpasnsawm cBoen knbeppenytaumen;

3. AHOHMMHOCTb B ceTM MHUMas. CyLleCTBYIOT CNOCOObl BbIACHUTb, KTO CTOUT 3a
AHOHVMHbIM aKKayHTOM,;

4. He ctout BeCcTun xynuraHckun obpas BupTyanbHOW Xu3Hu. IHTepHeT dukempyeT
BCE TBOV AENCTBUA U COXPAHAET UX. YaanuTb nx 6yaeTt kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYarnbHYH YeCTb CMOMOAY;



6. NrHopupyn eamHuyHbIi Heratme. OaHopas3oBble ockopbuTenbHble coobLLeHns
nyywe urHopuposatb. OBbIYHO arpeccus npekpaLlaeTca Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOOLLUEHUAMU, B
coumanbHbIX CEeTSX €eCTb BO3MOXHOCTb OIIOKMPOBKM OTMpPaBKM COOOLLUEHUA C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBugetenb kubepbynnvHra. TBoM [eWCTBUS: BbICTYNUTb MPOTUB
npecnegosartend, nokasatb €My, 4YTO €ero [OeWCTBUA OLEHMBAKTCA HeraTUBHO,
nogaepxaTb XepTBY, KOTOPOM HY)XHa ncuxonornyeckas nomoLlb, COOOLWMTE B3POCHbIM
0 (bakTe arpeccuBHOro NOBEAEHNS B CETU.

Mo6unbHbIM TenedhoH

CoBpemeHHble CMapTdOHbl U MNMaHWeTbl cogep)aT B cebe BMONHe B3POCIbIf
dYHKLUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMM.
OpHako, cpeacTs 3awWnTbl ANs NoA0OHbLIX YCTPOMCTB Noka o4eHb Mano. TecTupoBaHue
N MOUCK YA3BMMOCTEN B HUX NPOUCXOAUT HE Tak MHTEHCMBHO, kak ans MK, To xxe camoe
KacaeTcsa 1 MOBUMNbHbBIX NPUNOXEHU.

CoBpeMeHHble MOOWnbHble 6Gpay3epbl yXe MpPakTUYeCcKn [OorHanuM HacTOSbHble
aHanorun, ogHako paclumpeHue yHKUMoHana BneveTt 3a cobon 60sbLIYH CMOXHOCTb U
MEHbLUYHO 3aLUNLLEHHOCTb.

[laneko He Bce nMpoM3BOAUTENM BbINyCKaldT OOHOBMEHUS, 3akpbliBaloLLne
KpUTU4eCcKne ya3smMMoCTy A4S CBOUX YCTPOUCTB.

OcHoBHble coBeTbl Ansa 6e3onacHoCcTN MOBUNLHOro TenedgoHa:

Hwunuero He sBngdeTcsa no-Hactodwemy 6ecnnatHbiM. byab oCTOpOXeH, Beab koraa
Tebe npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO nnaTHble
ycnyru;

Adyman, npexage vyem otnpasButb SMS, doTo unu Bnaeo. Tbl TOYHO 3Haelb, rae
OHM ByayT B KOHEYHOM uTore?

Heobxoanmo 06HOBMATL ONEpaLMOHHY0 CUCTEMY TBOEIO CMapPTAOHa;

Mcnonbayi aHTUBMPYCHbIE NporpamMMbl 4511 MOBUITbHBIX TENE(OHOB;

He 3arpyxan npunoxeHuss OT HEU3BECTHOr0 WCTOYHWKA, Bedb OHWM MOryT
cogepxaTtb BpeAoHOCHOE nporpammMmHoe obecneyeHme;

[Mocne Toro Kak Tel BbINAELb C canTa, rae BBOAMN NUYHYIO MHGOpMaUnio, 3auan B
HacTponkn bpaysepa n yganu cookies;

Mepunogmyeckn npoBepsin, Kakne nnaTHble YCryrM akTUBMPOBAHbI Ha TBOEM
HOMepE;

[aBan cBon HoMep MobUNbHOro TenedoHa ToMbKO NOAAM, KOTOPbIX Thbl 3HAELLb U
KOMy OoBepsieLlb;

Bluetooth gomkeH 6bITb BbLIKNOYEH, KOrAa Thl MM He Nonb3yewbcs. He 3abbiBan
WMHOr4a NpoBepsiTb 3T0.

Online urpbl

CoBpeMEHHbIE OHMaWH-Urpbl - 3TO Kpaco4YHble, 3axBaTbiBalOLLUME pPa3BiE€YEHMS,
00beanHAILWME COTHU ThICAY YenoBeK Mo BceMy MUPY. MIrpokn nccnenyoT AaHHbIR UM
Mup, obuiatoTca gpyr ¢ APYroM, BbIMOSMHSAKT 3a4aHusi, cpaXakTca C MOHCTpaMu wn
nony4yaroT oOnbiT. 3a YyAOBONbCTBME OHWM MNMATAT: MNOKynawT AUCK, OnfadynBalroT
aboHeMEHT nnn NpnobpeTaroT Kakme-To Onunn.

Bce atn cpencrtBa vMayT Ha noggepkaHue M pasBUTUE UMPbl, @ TakkKe Ha camy
©e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aL MK, BbiMyCKalOTCHA HOBbIE NaTyun
(undbpoBble 3annaTtku 4N9 NporpamMm), 3aKpbiBaKOTCA YSI3BUMOCTU CEPBEPOB.

B nogobGHbIX urpax CToMT onacaTtbCs HE CTOSIbKO CBOMX COMEPHUKOB, CKOSbKO
Kpaku TBOEro naporns, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopm3aumn 6ONbLUNHCTBA Urp.

OcHOBHble coBeTbl N0 6€30NacHOCTM TBOErO UIPOBOrO akkayHTa:

1. Ecnn gpyron wurpok BegeT ceba nnoxo mnu cosgaeTr Tebe HENpUATHOCTM,
3a6noKMpPY €ro B CNUCKE UrPOKOB;



2. Toxanynca agMuHUCTpaTopaM Wrpbl Ha MNoOXoe MnoBeJeHuMe 3TOro Mrpoka,
XenaTtenbHO NPUMOXNTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nu4Hyto nHopmaumio B npodanne urpbl;

4. YBaxan gpyrnx y4acTHUKOB MO uUrpe;

5. He ycTtaHaBnmBan HeoduumnanbHble NaTyn n Moapl;

6. Ncnonb3yn CNoXxHble 1 pasHble Naponu;

7. Oaxe BO Bpems Urpbl He CTOMT OTKMOYaTb aHTMBUPYC. [oka Tbl urpaellb, TBOK
KOMMNbIOTEP MOTYT 3apa3sunThb.

PULWNHI UK KpaXKa NINYHbIX AaHHbIX

OObI4HOWM KpaXken OeHer M OOKYMEHTOB CEroAHsl yXKe HUKOro He yaMBULb, HO C
pasBUTUEM WMHTEPHET-TEXHOSIOMMIN 3MOYMbILLNIEHHUKN NEPEMECTUNUCE B UHTEPHET, U
NpPoAoKarT 3aHMMaTbea "nbumbiM" genom.

Tak nosiBuNacb HoBasi yrpo3a: UHTEPHET-MOLUEHHNYECTBA UMM (OULLIMHT, rnaBHas
uenb KOTOPOro COCTOUT B MOMyYEeHUN KOHMOeHUManbHbIX SaHHbIX Nonb3oBaTenen -
norvHoB 1 naponen. Ha aHrnuickom asbike phishing untaetcsa kak dpuwmHr (ot fishing -
pbibHas noengd, password - naporsb).

OcHoOBHbIe coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cneawn 3a cBoMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKkeTa Obina
B3flOMaHa, To HeobxogMmo 3abnoknpoBaTb €e 1 COObLWNTL agMUHUCTPaTOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yn GesonacHble BebG-canTbl, B TOM 4MUClle, WHTEPHET-MarasvHoB W
NMOWCKOBbIX CUCTEM,;

3. Vcnonbayi cnoxHble 1 pasHble naponu. Takum obpasom, ecnu T1ebs B3fniomator,
TO 3MNOYMbILUNEHHUKN NofyyaT AOCTYN TOMbKO K O4HOMY TBOEMY Npoduno B CETU, a He
KO BCeM;

4. Ecnu Tebsa B3nomanu, To HeOOXoAMMO npenynpeavTb BCEX CBOMX 3HAKOMbIX,
KoTopble aobaeneHbl y Tebs B Apy3bsX, O TOM, YTO Tebsa B3nomanu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbinaTbCa cnam U CCbIfkM Ha PULLNHIOBLIE CalTbl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTKNOYKN coxpaHeHne naponsa B bpayaepe;

7. He oTkpbiBan hannbl n gpyrme BrOXeHUs B NUCbMax, JaXe eCcliv OHU NpuLu
OT TBOMX ApY3€eN. Jlyylle yTOYHM Yy HUX, OTNPaBnsnm nu oHn tebe atn cdannsol.

LUndpoBasa penyrtaumsa

LndpoBasa penytauunsa - 9170 HeraTUBHas UM nosnTMBHas MHgopmMauus B cetu o
Tebe. KomnpomeTtupywowas wuHdopmauusa, pasMeleHHas B WHTEpPHETe, MOXeT
cepbe3HbiM 06pa3om OTpasnTbCA Ha TBOEW pearibHOM Xn3Hu. "Lindposas penyTtaums” -
3TO TBOW MMNOX, KOTOPbIA hopMmupyeTcs u3 nHgopmaumm o Tebe B MUHTEPHETE.

TBOE MecTo XuTenbCTBa, y4yebbl, TBOe (pMHaHCOBOE MNOSIOXeHMEe, OCODEHHOCTU
XapakTepa u pacckasbl 0 65IM3KNX - BCe 3TO HaKanmMBaeTCs B CETU.

MHOrMe nogpoCTKM  JIEerKOMBICIIEHHO  OTHOCATCA K nybnukauum  fMYHOWM
nHpopmauum B WHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUW. Tbl fgaxe He
CMOXelWb AoragaTtbCsd O TOM, YTO poTorpacdua, pasmewieHHaa S5 neT Hasag, ctana
NPUYNHON OTKa3a NPUHATL TebSA Ha paboTy.

KommeHTapun, pasmelleHne TBomx dotorpacouvin U gpyrme OencTBuUs MOryT He
NCYE3HYTb [axe Mnocrie Toro, Kak Tbl UX yAanub. Tbl HE 3Haellb, KTO COXpaHWun aTy
WHopMauunio, nornana fvM OHa B MOMCKOBblE CUCTEMbI M COXpaHunacb nvM OHa, a
rmaBHOE: YTO MogymalT O Tebe OoKpyxawline nan, KOTopble HauayT U yBUAAT 3TO.
Hantn nHdopmaLmio MHOro fieT crnycTa cCMoXeT Nobon - Kak u3 Jobpbix nobyxaeHun,
TaK U C HAMEpPEHMEM MPUYUHNUTE Bped. OTO MOXET BbITb KTO YrogHoO.

OcCHOBHble COBETHI MO 3alnUTE LNGPOBON penyTauuu:

1. Moayman, npexae 4em 4YTo-To NybnukoBaTb 1 NnepenaBath y cebsi B 6nore unu B
couunanbHON CeTu;



2. B HacTpoukax npodunsa ycTaHOBU OrpaHUYEHUs Ha NPOCMOTP TBOEro nNpodusis
N ero cogepXxmmoro, caenamn ero Tornbko "ons apysen”;

3. He pasmewarn u He ykasbiBan WH(OpMauuto, KOTopass MOXEeT Koro-nmbo
OCKOpO6NATL Unn obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIE LLUKOMBbHUKN - aKTUBHbIE MONb30BaTENM LUMGPOBOro NpoCTpaHCcTBa.
OpgHako ganeko He BCe 3HaloT, YTO MOSb30BaHME MHOMMMW BO3MOXHOCTSIMU LIMPPOBOro
Mupa TpebyeT cobntofgeHnst NpaB Ha MHTeNseKTyanbHyt COOCTBEHHOCTb.

TepMuH "nHTENnekTyanbHasa cOBCTBEHHOCTL" OTHOCUTCS K PasfUyYHbIM TBOPEHUAM
4YesloBEYEeCKOro yMa, HayuHasi C HOBbIX M306peTeHuMrM W 3HakoB, 0OO3Ha4arLmX
COBCTBEHHOCTb Ha MPOAYKTblI WU YCRyrKM, WU 3akaH4YnmBad KHUramm, otorpadusmu,
KMHOUITbMaMU U My3blKalibHbIMU MPON3BEAEHNAMM.

ABTOpCkME npaBa - 9TO MNpaBa Ha WHTENNeKTyanbHyld COOCTBEHHOCTb Ha
npou3BeneHNs Hayku, nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNawT B
KayecTBe rapaHTUM TOro, YTO WHTENNEeKTyanbHbIM/TBOPYECKUA TPy aBTopa He Oyaer
HanpacHbIM, AacT emy crpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro Tpyaa, NonyyYnTb N3BECTHOCTb M NpuU3HaHue. HMKTo 6e3 paspelueHnsa aBTopa He
MOXeT  BOCMPOM3BOAMTb  €ro  nNpou3BefeHue,  pacnpocTpaHsaTb,  Ny6nnYHO
AEeMOHCTpMpoOBaTb, MpoAdaBaTb, WMMNOPTMPOBATb, MyckaTb B nNpokat, MnyornnyHo
NCMOJSTHATL, NOKa3blBaTb/UCNOMHATL B 3dMpe unm pasmewatb B IHTEpHeTE.

Mcnonb3oBaHne "nupartckoro" nporpaMmHOro obecrneyeHns MOXEeT MPUBECTU K
MHOMMM puUCKaM: OT MOTEepPU [LaHHbIX K TBOMM akkayHTam A0 OfnOKMPOBKU TBOEro
YCTPOWCTBA, rge yCTaHOBIEeHa HerneranbHas nporpamma. He ctouT Takke 3abbiBatb,
YTO CYLLLECTBYIOT fieranbHble 1 6ecnnaTHble NporpamMmbl, KOTOPbIE MOXHO HanWTU B CETH.

O nopTane

CeTeBUYOK.ph - TBOW rMaBHbIN COBETYMK B CETU. 34eCb Tbl MOXELb Yy3HaTb O
©e3onacHOCTM B CETU MOHATHbIM U LOCTYMHbIM SA3bIKOM, @ MpU BO3HUKHOBEHWUU
KpuTudeckonm cutyaumm obpaTuTbCa 3a COBETOM. A Takke nNpPUHATbL ydacTve B
KOHKypCcax 1 CTaTb caMblM LMAPOBbLIM rpaxgaHnHom!



